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CyMetric Compliance Dashboard

CyMetric produces a drill-down dashboard with the completion of compliance program
assessments. The dashboard allows stakeholders to view a high-level representation of the
maturity level of their program as well as understand where risks reside.
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The Framework provides a common language for understanding, managing, and
expressing cybersecurity risk to internal and external stakeholders. It can be used to
help identify and prioritize actions for reducing cybersecurity risk, and it is a tool for
aligning policy, business, and technological approaches to managing that risk. It can
be used to manage cybersecurity risk across entire organizations or it can be
focused on the delivery of critical services within an organization. Different types of
entities - including sector coordinating structures, associations, and organizations
- can use the Framework for different purposes, including the creation of common
Profiles.

Not Assessed

® Not Compliant
Partially Compliant
Somewhat Compliant

® Mostly Compliant

@ Fully Compliant

CyMetric enables users to drill into deeper levels of the regulatory or framework requirements to

see how the program is performing within functional areas.
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Develop and implement appropriate safeguards to ensure delivery of critical
services.
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® Not Compliant
Partially Compliant
Somewhat Compliant
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Depending upon the regulation or framework, CyMetric allows for drilling down multiple levels to
understand in detail where the program is performing well and where there are weaknesses and
risk residing in program implementation. Scores are based upon the maturity rating assigned to
the controls that comprise the respective categories recorded in the assessment process.
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PR.AT-5

e Not Assessed
Awareness and Training (PR.AT) @ Not Compliant
PR A . Partially Compliant
The organization’s personnel and partners are provided cybersecurity awareness Somewhat Compliant
education and are trained to perform their cybersecurity-related duties and @ Mostly Compliant
responsibilities consistent with related policies, procedures, and agreements. ® Fully Compliant

The graphical representation is supported by a detailed Plan of Action and Milestone (POAM)
report that captures all of the data recorded during the assessment process including any

findings that need remediation.
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